UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
PHUONG GIANG VO Poc 1ap — Tw do — Hanh phuc

S6: 616 JUBND-VP Gidang Vo,ngay 06 thang 4 nam 2026

V/v trién khai cac bién phép bao dam an
ninh mang, an ninh dir li¢u khi str dung
tri tu¢ nhan tao (Al)

Kinh gtri:  Cac phong, ban, don vi truc thudc phuong.

Thue hién Cong vin sé 2129/CAHN-ANM&PCTPSDCNC ngay 31/03/2026
ctia Cong an TP Ha N@i vé viéc canh bio nguy co mat an ninh mang, an ninh dit liéu
lién quan dén hoat dong st dung tri tu¢ nhan tao (Al).

UBND phuodng Giang V3 yéu cau cac phong, ban, don vi va can bo, cong
churc, nguoi lao dong nghi€ém tuc thuc hién cac ndi dung sau:

1. Cong an thanh phd da xac dinh ¢6 03 nhom nguy co chinh nhu sau:

- Nguy co 10 lot bi mat Nha nudc: Viéc dua du thao van ban, dé an, dir liéu
noi bd 1én cac Al cong cOng dé tom tat hodc bién tap s€ khién dit liéu bi luu trix tai
may chi nudc ngodi, nam ngoai tim kiém soat.

- Nguy co tir ma doc va 16 hong bao mat: Cac ung dung Al tu van hanh (Al
Agent) c6 thé bi khai thac 16 hong (nhu CVE-2026-25253 trén OpenClaw) dé chiém
quyén diéu khién thiét bi. Dac biét, ung dung trén cac kho nhu ClawHub chira ma
doc danh cap thong tin.

- Toi pham cong nghé cao: St dung Deepfake dé gia mao hinh anh, giong noi
lanh dao hodc nguoi than nham Ira dao chiém doat tai san.

2. Yéu cau toan thé can bo, cong chirc, nguoi lao dong phudng:

- Tuyét d6i khong cung cap dir liéu ca nhan, tai liéu ndi bo, hd so cong vu hodc
bi mat nha nudc cho bat ky hé thong Al cong cong nio trén Internet.

- Thuc hién nghiém tic Luat Tri tu¢ nhan tao $6 134/2025/QH15, dac biét 1a
Piéu 7 vé cac hanh vi bi nghiém cAm trong viéc tao ra ndi dung gia mao gay hai cho
an ninh quéc gia.

- Khéng tu ¥ cai dit cac Al Agent md ngudn mé trén may tinh c6 két ndi mang
ndi bo khi chua co sy kiém dinh cua bd phan chuyén mon.

- Ap dung xéc thuc da 16p (MFA) cho moi tai khoan dién ttr. Khi nhan yéu cau



nhay cam (chuyén tién, cung cap mat khau) qua mang xa hoi, phai xac minh tryc tiép
qua dién thoai hodc gip mit dé phong chong lira dao Deepfake.

UBND phuong dé nghi cac phong, ban, don vi, can bo, céng chirc, ngudi lao
d6ng thudc phuong nghiém tudc trién khai thuc hién./.

Noi nhén: TM. UY BAN NHAN DAN
- Nhu trén; [
- b/c CT UBND phuong;

- Cac d/c PCT UBND phuong;
- Luu: VT.

Nguyén Anh Diing
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